Abstract: Mini-cameras are one of several emerging types of cat-eye devices using small lenses with insufficient retro-reflection for traditional detection systems to identify. Based on a structural analysis of these devices, this paper provides an accurate theoretical description of the received beam profile. The simulated and experimental results have good similarity in terms of profile shapes and trends with different incident angles and defocus distances. An analysis of the detection conditions and the reflection image features described in this article can thus be applied to hidden camera detection. Mini-cameras can be detected according to these features of the received beam profiles.
Introduction
Active laser reconnaissance technology has undergone great advancements over the past few decades, enabling most conventional cat-eye devices to be detected based on the chatoyancy effect. The chatoyancy or the cat-eye effect is such that a laser beam that irradiates a reticle fixed on the focal plane of a lens can be reflected back to the beam source. The energy of the reflected beam is 2-4 orders of magnitude higher than that of the diffuse reflection [1] . Mini-cameras, a new type of cat-eye devices, have come to be widely used, usually in a clandestine manner, for video recording and image capture. Unlike most ordinary cat-eye devices, mini-cameras are usually undetectable using conventional methods because of the sizes of their lenses and small overall dimensions. When a laser beam is reflected from a mini-camera, the resulting diffraction decentralizes the retro-reflection and weakens the reflected beam energy, rendering it impossible to distinguish targets' retro-reflection from the reflection caused by background diffuse and reflections caused by jamming targets with polished surfaces.
Previous research addressing cat-eye devices has focused primarily on traditional devices with normal-sized front lenses (exceeding 5 mm), with some researchers proposing recognition systems [2] , [3] . For normal-sized cat-eye devices, the models or systems performed well, but when applied to mini-cameras, the results and systems did not work adequately because of the diffraction phenomenon. Some recent studies have involved diffraction or spot-array phenomena. Zhao and Sun [4] simulated diffracted beam profiles at different distances and incident angles. Gong et al. studied the diffraction of an optical system with an array of sensors in the paraxial condition [1] and analyzed the periodicity of the detection distance in the beam propagation [5] . Their works have successfully described the special profiles in cat-eye reflection images to some extent.
In this study, the retro-reflection phenomenon was systematically investigated for mini-cameras. The structure of a mini-camera is such that the beam propagation is divided into three general processes based on their different propagation models. We derived the light-field distribution of the reflection on the screen through a detailed analysis of the model as well as a calculation using the angular spectrum method (ASM) [6] and the combined aperture method [4] . Based on the theoretical model, we found that the experimental results were in agreement with the corresponding simulation results with little error. Then the spectral characteristics of the reflection images were studied in combination with the characteristics of diffraction and the arrayed spots. Our results indicate that it may be possible to accurately detect a mini-camera in a complex environment according to these features. Finally, the irradiance at a given incident angle and distance was calculated by sampling and data analysis. We can finally obtain the conditions to detect a mini-camera, which can help us design a mini-camera detection system.
Propagation Model and Analysis
The cross-sectional structure of a mini-camera is illustrated in Fig. 1(a) , where the image sensor is covered by a slice of optical film or filter placed near the focal plane. Fig. 1(b) depicts the simplified model, in which the main structural components and beam propagation are schematically shown.
Based on the principle of optical reflection, retro-reflection of the mini-camera can be divided into three parts, as shown in Fig. 1(b) : front-lens reflection (FLR), diffracted cat-eye reflection (DCR) from the photosensitive surface, and arrayed cat-eye reflection (ACR) from the image sensor.
Analysis of FLR Using Huygens-Fresnel Diffraction Integral Method
The FLR is composed of reflection from the front lens and internal lens of the camera. The beam will be diffracted when propagating through the aperture of the mini-camera lens. Considering the very small incident angle in the model, the FLR profile will shift without apparent deformation. Therefore, the intensity distribution can be studied using the normal incidence model, and the shift amount related to the incident angle is calculated to indicate the general shift of the FLR profile in the fixed shape.
When a mini-camera is irradiated with a laser device, the main component of FLR will be the laser beam reflected from the reflective front surface of Lens 1; thus, an unfolded propagation model can be employed, as shown in Fig. 2 . The reflected beam is diffracted as it passes through Lens 1' [7] .
The reflection coefficient of the mini-camera lens is assumed to be 1 , and the radius and focal length of Lens 1 are r 1 and f 1 , respectively. Considering the small size of the mini-camera, the initial beam can be regarded as a plane wave as follows:
The beam in the equivalent model, wherein the resized plane wave propagates between the two lenses, will be diverged by Lens 1' having focal length f 1 ' = −f 1 . The optical field of Lens 1' is then denoted as
The optical field on the screen can now be derived from the formula of the Huygens-Fresnel diffraction integral as follows:
where F denotes the 2D fast Fourier transform (FFT), and L refers to the detection distance. Considering the incident angle θ i , the degree of shift of the reflected beam on the screen ξ can be calculated as ξ = L tanθ i and
Here, we define θ i in the Y-Z plane, and the shifted optical field of the FLR is derived as
Analysis of DCR Using Combined Aperture Method
Unlike a mirror (called the reticle) fixed on the focal plane in an ordinary cat-eye device's propagation model, a model of the photosensitive surface and an image sensor with fine structure are built to represent the reticle in a mini-camera. The laser beam is partly reflected by the photosensitive surface (optical film or filter) to become DCR, and the ACR is mainly caused by the reflection on the image sensor. Diffraction rings and arrayed spots will thus arise in the beam profile on the screen according to the corresponding reflection paths. DCR under the condition of oblique incidence is interpreted here. Fig. 3 shows the chatoyancy effect in an unfolded model.
The optical field is displayed as U i (x i , y i ), (z = z i ) at the corresponding position. The beam is focused on the focal plane and partially reflected by the photosensitive surface. After passing through Lens 1 (projection of Lens 1), the diffracted beam eventually reaches the screen. Aperture 1 corresponding to Lens 1 is merged with aperture 2 corresponding to Lens 1 , thus forming a combined aperture through which the laser beam passes. Dark areas are areas that the laser beam cannot reach, as shown in the top right of Fig. 3 .
The initial beam with the corresponding incident angle is written as
The optical field of the photosensitive surface is given by
where d denotes the defocus distance and y = (f 1 + d)tanθ i refers to the offset of the center of the illuminated area. After passing through the photosensitive surface, U 1 (x 1 , y 1 ) is modulated by the reticle function R(x 1 , y 1 ), which is determined by the structure of the component near the focal plane.
The reticle function can be expressed as the sum of two parts, namely R D (x 1 , y 1 ) and R A (x 1 , y 1 ), which represent the reticle functions for DCR and ACR, respectively. In terms of the DCR, the reflection occurs on the photosensitive surface; thus, R D (x 1 , y 1 ), which is the reflection coefficient of the surface. When the beam reaches Lens 1 , the optical field can be scaled as
Diffraction with oblique incidence is analyzed through the combined aperture method, in which α denotes the aperture separation vector and describes the direction and degree of obliquity. According to results in [4] , we get
From the cross section of Lens 1 , the combined aperture can determine the beam-accessible area. Therefore, two elliptical area functions are adopted to represent the effect of the combined aperture:
The elliptical area function is defined as
After passing through Lens 1 , the reflected laser beam will be diffracted [8] . In accordance with the angular spectrum theory, the optical field on the screen can be written as
Analysis of ACR and Fine Structure of Image Sensor
The ACR process is similar to that of DCR, with the main difference being the reticle function R(x 1 , y 1 ). As shown in Fig. 4 , the image sensor is aligned under the photosensitive surface. Arrayed pixel units are placed in front of the image sensor, and each unit is composed of an on-chip microlens (OCM), a color filter, and a photodiode [1] . The distribution function A(x 1 , y 1 ) represents the periodically arranged pixel units, and R A (x 1 , y 1 ) can be expressed as
Fig . 4(a) illustrates how the DCR and ACR propagate through the reticle of the mini-camera, and Fig. 4(b) shows the arrayed structure of the image sensor, where T c and r c denote the spatial period between adjacent pixel units and radius of each pixel unit respectively [9] - [11] ; f p represents the focal length of the OCM.
Propagation in the image sensor can be regarded as an arrayed secondary chatoyancy effect with oblique incidence. Fig. 5 shows the ACR propagation model and the arrayed scheme of the image sensor. Each pixel unit has an aperture separation vector α p , which is a function of θ i ; it is projected as an offset of the two illuminated center points on the pixel plane (point C in the array).
where μ p denotes the offset vector and e y represents the unit vector in the Y direction. Not all pixels in the illuminated area can reflect the beam because the aperture separation vector may be larger than the radius of the OCM. The limiting condition is shown in the right part of Fig. 5 .
Here, the distribution function of the image sensor can be derived as follows:
where p and q represent integers and α p = (α x , α y ). Generally, the optical field and intensity distribution of retro-reflection on the screen can be respectively expressed as
and
Simulation and Experiments on Specific Conditions and Discussion

Simulation Parameters and Experimental Setup
Based on the propagation model, simulations of a mini-camera's retro-reflection were implemented by the 2D-FFT operator in MATLAB [12] - [14] . Default parameters are listed in Table 1 . To verify the results of the simulation analysis, experiments under the same conditions as those of the simulation were conducted. The experimental apparatus is shown in Fig. 6 . The beam source is a He-Ne laser with a wavelength of 632.8 nm. A polarization splitter system consisting of a polarizer, polarization beam splitter (PBS), and quarter-wave plate (QWP) was incorporated to facilitate the separation of the reflected beam from the emission beam. The imaging sensor acts as a screen to capture the reflected beam. Additional lenses (two concave lenses and a convex lens) were used for beam alignment and focusing. Table 2 lists the parameters of some components used in the experiment. The simulation results illustrate that the arrayed spots and diffraction rings will coexist in the beam profile. As described in Section 2.1, the FLR pattern is a movable profile with concentric diffraction rings. The displacement of the FLR center increases with the incident angle. Therefore, the center of the diffraction ring deviates from the center and eventually fall out of the field of view. As the incident angle increases, the diffraction ring from the DCR beam gradually becomes more elliptical and less bright while still maintaining its central location. The arrayed spots of the ACR beam are composed of small circular diffraction rings in the center and elliptical stripes around the border. The distribution area is approximately a circle, which remains unchanged as the incident angle increases. The shape of the spots remains the same when the incident angle is less than 4°, as shown in Figs. 7(A), 7 (B), and 7(C). In these cases, the separation vector of the pixel unit α p is still mainly composed of the μ p item. However, when the incident angle is large, the term 2f 1 tanθ i · e y begins to increase the vector, and all the spots gradually become elliptical or stripe-like, as shown in Figs. 7(D) and 7(d) .
Comparison of Simulated Beam Profiles With Results of Experiments
The diffraction pattern results with different incident angles are in agreement with the simulation results shown in Fig. 7 in the following 3 aspects: a) The characteristics of the diffraction rings, including their shape, distribution and elliptical trend with an increase in the incident angles; b) The spot features, including their shape, diffraction rings around the central spots, stripe-type transformations of the eccentric spots and the general transformation trend with an increase in the incident angles; c) FLR image features, including the position, shape and shift with respect to the incident angle. Results obtained with different defocus distances are shown in Fig. 8 , where the defocus varies from −1.2 mm to +1.2 mm symmetrically. The experimental results are observed to be consistent with the simulation results in the following 4 aspects:
a) The shapes of the diffraction rings and the deforming trend of the general pattern; b) The characteristics, size, expansion ratio of the arrayed spots and surrounding small diffraction rings; c) The vanishing tendency of the diffraction rings and expanding tendency of the arrayed spots with an increase of absolute value of defocus distance; d) Differences between patterns corresponding to positive and negative defocus distances [15] . 
Analysis of Reflection of Mini-Cameras
Spatial Spectrum Analysis
Given that the FLR profile can appear only under very normal incidence conditions, the main types of mini-camera reflection are ACR and DCR. These two types of reflection images have very obvious spectral features. In the present study, the spatial spectrum calculation results were obtained using the digital image Fourier transform method. Fig. 9 shows the 3D spectrum image of the ACR-and DCR-type reflection images. A common feature is the high-energy center point. The periphery of the ACR spectrum is a dot matrix for which the peak gradually weakens [16] , while the periphery of the DCR spectrum is a gradually weakening concentric ring. Compared with the features in the originally received image, spectral features are easier to identify because spectral images can carry large amounts of information at a low resolution. Further, their main parts are automatically placed at the center without ROI selection. It may be possible to accurately detect a mini-camera in a complex environment according to these spectral features.
Analysis of Detection Conditions of Mini-Cameras
The application of mini-cameras is usually clandestine in nature, such that the devices are usually, by design, difficult to be detected. Therefore, it is necessary to analyze the reflected intensity of a mini-camera under different detection conditions when designing a detection system. In the present study, we analyzed the irradiance with an increase in the incident angle and detection distance. Finally, their limits were calculated. Fig. 10 shows the results obtained with a 1-inch, 16:9 rectangular CMOS sensor set as the receiving device.
The conditions for mini-camera detection, as implied in Fig. 10 , are extremely limited in terms of the detection distance and angle of incidence. This also reflects the influence of the aperturediffraction effect and the weak echo to some extent. In particular, the detection distance will obviously weaken the reflection when greater than 1.5 m, and thus detection will be difficult for distances of more than 4.0 m.
Irradiance is meshed as a function of distance and incident angle in Fig. 11 , where the intersection of the surface with the XZ and YZ planes is the sum of the three reflections of Fig. 10(a) and (b) .
Considering the sensitivity of the detector, an irradiance of more than 1.44 × 10 −5 W is regarded as being the ideal detection condition, while an irradiance of less than 3.6 × 10 −6 W is deemed to be unworkable. Any irradiance between these two values is regarded as falling into the detectable range. A schematic representation of the three distributions is shown in Fig. 11 .
As indicated by the results, for a mini-camera with a front lens size of 1.7 mm and a laser emission power of 1.2 mW, the ideal detection distance is within 1.64 m and the maximum detectable distance is 4.29 m. This camera is more tolerant to incident angles of 12.25°and 13.45°. The detectable distance of this typical mini-camera is lower than that of a conventional camera; however, in a small indoor space, this distance is clearly sufficient for an anti-camera system to detect a minicamera according to their ACR and DCR characteristics. Further, we replaced the He-Ne laser with a semiconductor laser and added an embedded device (Jetson TX2) to build a real-time high-accuracy anti-camera system for mini-cameras detection. Based on the analysis in this paper, the convolutional neural network (CNN) algorithm was adopted here to identify the mini-cameras' profile. As shown in Fig. 12 , these typical detection examples for actual application demonstrate the efficiency of the method proposed in this article.
Conclusion
As special targets of active laser detection, mini-cameras exhibit more complex retro-reflection than ordinary cat-eye devices. Therefore, they are often difficult to be detected based on the traditional chatoyancy effect. In the present study, different types of retro-reflection of a mini-camera are systematically analyzed based on the ASM and combined aperture method. Specifically, we divided the retro-reflection of the mini-camera into three components: FLR, DCR, and ACR. Simulations were performed with varying beam incident angles and defocus distances and verified by subsequent experiments under the same conditions. The results were in good agreement. Thus, the mini-camera model proposed in this article could be used to supplement the traditional chatoyancy effect theory for mini-cameras. The results here can be referenced in the field of camera detection, with mini-camera detection being enabled by the recognition of the diffraction rings and arrayed spots. Thus, the ideal conditions for mini-camera detection were determined. The profile characteristics discussed in the present study could be used as a basis for identifying mini-cameras in indoor environments, even in the presence of reflective jamming targets, thus addressing the gap in the field of laser active detection.
